Attacker Trends

Vishing:  This new trend of Voice Phishing and involves an attacker purchasing a spoof caller ID, so that the person answering their phone the call is coming from a trusted source such as their bank because that what shows up on their caller ID.  See www.spooftel.com for more information. 
Worms are increasingly being used to carry bots, backdoors, password crackers, and scanners.  In addition, more distributed, cooperative attacks are becoming popular allowing attacks from multiple sources simultaneously. Some attackers are banding together in groups to coordinate multiple attacks.  
Zone Transfer Attack:  In this type of attack, the attacker connects with your DNS server to seize all records in a domain.  With this list, the attacker can determine which machines are accessible on the internet.  
Web Site Searches are also on the increase.  In this scenario, the attacker makes a copy of your entire web site to look for sensitive information about your employees and the organization.  Be sure to keep SSNs and CCNs from being gleaned from your website. 
IP Address Spoofing is also on the rise and there are several methods for this attack; the reset, guessing the sequence, the hack, and source routing.
Buffer Overflow Exploits – Attackers can purchase buffer overflow exploits from such websites as www.packetstormsecurity.org or www.milw0rm.com.  Others are creating their own exploits for custom buffer overflow attacks.  Creating a buffer overflow attack is a 3 step process of 1) finding a potential buffer overflow condition, 2) pushing the proper executable code into memory to be executed, and then 3) setting the return pointer so that it will point back into the stack for execution.  Metasploit is a useful tool for opening up and scanning machine language code to find patterns consistent with buffer overflows. 

Metasploit Framework – In 2003 H.D. Moore created a website to identify, categorize, the many thousands of different exploits.  It is used by both attackers and data security teams alike and can be found at www.metasploit.com
Password Cracking – Some resources attackers use for password cracking include: John the Ripper’s list, The CERIAS collection from Purdue University, and the Moby wordlist.  LANMAN hashes are extremely weak and easily crackable.  A password of 15 characters or more won’t contain a LANMAN hash.  LANMAN is disabled by IPSec Policy here in LSA, however, it is still present in winXP systems that are not part of the LSA domain.  Also, Vista, does not use LANMAN by default….which is a good thing. 

